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Introduction

• Information security management
occupies an increasingly important
place in the operation of almost
any organization that uses modern
technologies for collecting, storing
and processing information.

• This process is based on periodic analysis of information
risks, which allows to identify security threats,
vulnerabilities of the information system, implement
appropriate measures to neutralize them and, as a result,
constantly monitor the state of information security in the
organization, given previous experience, new threats and
vulnerabilities.
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Problem Formulation

• The modeling and forecasting information security
risks task has been and remains a significant and
priority. This issue is especially relevant in the
context of the widespread of complex multi-
component information systems that have a
distributed nature and contain a large number of
nodes.

• Managing the cybersecurity risk assessment in
distributed systems involves solving a set of
problems related to functional distribution and
hierarchy, a high degree of resources
parallelization, and a near-complete lack of
centralized management.
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Problem Formulation

Fig. 1. Сybersecurity challenges today (According to ISACA's annual STATE 
OF ENTERPRISE RISK MANAGEMENT 2020 survey).
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Problem Formulation

Fig. 2. Top mitigation controls (According to ISACA's annual STATE OF 
ENTERPRISE RISK MANAGEMENT 2020 survey).
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The Research Methodology

The Data Collection Process

The data for analysis was compiled based on the results of interviews and

questionnaires of information security specialists with different training levels

and different focuses in their activities within this knowledge area.
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The Research Methodology

Questionnaire Development 

Research Criteria and Analysis of the Test Sample

• pilot survey (test the research instruments and adjust the questions)

• main questionnaire (mass survey of the target group using the final
version of the questionnaires)
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Key Risk Factors
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Key Security Controls and Risk 
Management Measures
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The Importance of Risk Factors 
in Lifecycle of Modern DIS
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Top-10 Risk Factors

Nearly all respondents ranked factors related to lack of cybersecurity
policy, lack of protection mechanisms against network attacks, violations of
authentication and session management, violations of access control, and
use of components with known vulnerabilities as the most important.
These factors should be identified in the process of assessing and
managing information security risks and monitored in the future.
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Frequency of Controls Occurrence 

The generalization of the survey
responses, according to the
main groups of information
security controls of modern
distributed information systems
in terms of frequency and
effectiveness of their use,
showed that most of the
respondents identified controls
responsible for the proper and
effective use of cryptography
and public key infrastructure,
logical and physical access
control, operational security and
compliance with information
security policies as important
and most common in practice.
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Risk Factors Correlation

Since the volume of the studied 
sample is small (n<30), all factors 
are quantitative and the distribution 
of their values is not normal, it is 
decided to choose the rank 
correlation coefficient r-Spearman.
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Risk Factors Correlation

The interpretation of the correlation coefficient is 
based on the level of the bond strength: 
• r > 0.01 ≤ 0.29 – weak positive connection, 
• r > 0.30 ≤ 0.69 – moderate positive connection, 
• r > 0.70 ≤ 1.00 – strong positive connection, 
• r >-0.01 ≤-0.29 – weak negative connection, 
• r >-0.30 ≤-0.69 – moderate negative connection, 
• r >-0.70 ≤-1.00 – strong negative connection. 

The interpretation of the significance level (p-level): 
• if the p-level≤0.05, the relationship between 
variables is statistically significant; 
• if the p-level> 0.05, the relationship between 
variables is statistically insignificant.

The p-level of correlation is differentiated into three 
levels: 
• p ≤ 0.05 > 0.01 – low statistical significance (*), 
• p ≤ 0.01> 0.001 – the average strength of 
statistical significance (**), 
• p ≤ 0.001 – high statistical significance (***).
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Conclusions

• The results of the study show that all risk factors in the life
cycle of a modern distributed system are very important
and require detailed analysis and consideration when
building a profile of potential threats and assessing
information security risks. The importance rating of the
risk factors categories by nature can be given as follows
(in order of importance): technological factors (logical and
physical), human factors, organizational factors.

• The results of the study can be used by managers and
information security engineers to assess the importance
and probability of potential risks and further prevent and
minimize their consequences, as well as build tools for
identifying and analyzing the risks of distributed systems
based on qualitative, quantitative and intelligent methods.
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Thank you for attention !

d.palko@protonmail.com
http://fit.univ.kiev.ua/


